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Introduction

A
s businesses continue to digitise both their own 
operations and to become increasingly networked 
with customers and suppliers, the opportunity for 
risk managers to tap into an unprecedented flow of 
information has never been greater. The mantra of agile 

business has its parallel in real-time risk management. The holy grail 
of embedded risk management – where frontline staff use software 
to continuously manage their own risk – seems a hair’s breadth away.

But enterprises in all sectors are in a state of transition. To 
find out how well organisations are placed to get the most from 
their risk management departments and the software they 
use, Enterprise Risk has produced this special supplement in 
association with our partner Protecht. Over the past couple of 
months, we have canvassed the views of over 100 risk managers 
both through a special survey and in one-to-one interviews. 

Understanding what to do to maximise the value risk 
management software provides is relatively simple. As David 
Bergmark, chief executive officer at The Protecht Group, says 
in his interview: “Return on investment in risk management 
software is generated from efficiencies gained in data 
collection, transition of that data through various approval 
levels and insightful reporting to various stakeholders.”

In practice, our survey shows that organisations need better 
data governance and more integrated systems before they can 
achieve those goals. Few have managed to digitise their entire 
organisations – often because companies have grown through 
awkward mergers and acquisitions with data spread unintegrated 
within unloved silos. Fewer still have properly linked their risk 
management processes to every part of their operations.

On the other hand, four out of ten respondents said they 
are introducing artificial intelligence processes in their risk 
management systems within the coming one to three years.

Another theme that emerged was the need for increased skills 
and training. That is why IRM has been busy refreshing both the 
content and delivery mechanisms of its qualifications to make 
more use of technology and add to its international reach, as 
Doug Smith, an IRM qualifications expert, explains on page 16.

As well as gaining insight into how organisations 
are faring in this important field, I hope you gain some 
useful ideas to implement in your own enterprise.

Arthur Piper
Editor

Our survey shows that organisations 
need better data governance 
and more integrated systems 
before they can achieve their risk 
management software goals
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W
hat are the most common couple 
of failings that businesses 
make when they implement 
risk management software?
The first mistake that people make 

when they implement risk management software is 
that they fail to have a clear plan of what it is they 
want to achieve with the software. Integrated risk 
management software can cover many areas such 
as risk and control assessment, metrics, incident 
reporting, internal audit and more. At times, there 
can be conflicting requirements across the various 
stakeholder groups which can cause delays in the 
implementation of the software. The second mistake is 
a failure to engage end users early in the design process. 
The more engaged the end users are, the more likely 
they will be willing to support the rollout and process.

What are the main couple of practical steps 
that they should take to overcome those?
Have a project committee that’s responsible for overseeing 
decisions that relate to the design, build and execution 
of the project plan for the implementation of the risk 
software. That project committee needs a firm hand to 

Interview

Risk at the  
speed of 

 business
Using risk management software properly accelerates 

business decision-making and helps organisations 
create value from their strategies, says David Bergmark

The first mistake 
that people 
make when they 
implement risk 
management 
software is that 
they fail to have 
a clear plan of 
what it is they 
want to achieve 
with the software
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make the harder decisions to keep the 
project on track and get stakeholders 
to compromise when needed.

Apart from the project committee, 
what other practical steps 
would you recommend?
Make sure that the business 
analyst has clearly understood 
the requirements of the various 
stakeholders that are looking to 
implement the software. The business 
analyst needs to clearly understand 
what fields are going to be on the data 
input forms, the workflows associated 
with the forms and what reporting 
is required for key stakeholders 
before the build commences.

What are the two or three things 
risk managers can do to maximise 
their return on investment in 
risk management software?
Return on investment in risk 

management software is generated 
from efficiencies gained in data 
collection, transition of that 
data through various approval 
levels and insightful reporting 
to various stakeholders. 

An integrated solution allows 
easier collection of data across the 
entire organisation by providing a 
single platform for users to enter 
data into web-based forms. Once 
entered, efficiencies can be gained 
in terms of automatic notification 
and dissemination of that data 
through the workflow engine that is 
attached to the solution. It removes 
time-consuming and error-prone 
distribution of data previously done 
by email and Excel spreadsheets. 
For example, sending out attestation 
questionnaires to the first line can 
be automated, along with reminder 
emails, on a rolling basis. The risk and 
compliance team are relieved of what 

Risk managers do 
play an important 
role in supporting 
strategic decision-
making because, 
in the end, risk 
management is 
all about outcome 
management
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The risk 
management 
software should 
also have a clear 
connection  
between the 
divisional risks 
and strategy

was previously a highly manual task.
For risk managers that are using 

Excel, reporting and dashboard 
visualisation of that data can also 
be time-consuming to prepare. 
Having an embedded analytics 
engine in the application allows 
great visualisation of the data to 
be done much more efficiently. 
Dashboards are live with the data 
as soon as it is entered, allowing 
risk managers and stakeholders to 
make risk-based decisions faster.

Return on investment is 
therefore gained by maximising 
efficiencies in these three areas. 

Boards sometimes complain that risk 
managers do not play enough of a 
role in supporting strategic decision-
making. What couple of ways can 
they leverage risk management 
software to make that a reality?
Risk managers do play an important 
role in supporting strategic decision-
making, because, in the end, risk 
management is all about outcome 
management. If we are aware 
of our risks that are related to 
strategic decisions, we are going 
to be better positioned to achieve 
those strategic objectives. 

A board should have a risk 
appetite statement that covers not 
only risks that have a downside such 
as safety and business disruption, 
but also strategic risks that have 
an upside – new products and 
geographic expansion as examples. 
The board should be able to articulate 
with the risk manager how much 

appetite they have for obtaining 
gain from those strategic decisions, 
and what risks they’re willing to 
take to achieve those gains.

In terms of using software to 
facilitate that decision-making, 
I think the first thing software 
can do is produce an integrated 
risk profile for all of the key risks 
that have been articulated in 
the risk appetite statement. 

In Protecht.ERM we connect 
internal audit findings, incidents, 
metrics and more to the key risks. 
As a result, the board can receive 
more real-time information as to how 
each of those key risks, regardless 
of whether they are strategic or 
operational, are being managed and 
monitored within the organisation. 
As such, I firmly believe it will help 
decision-making around further 
investments related to the risks.

The risk management software 
should also have a clear connection 
between the divisional risks and 
strategy. If this connection is 
established, then the divisions will 
have a better understanding that 
the risks they are managing impact 
strategy and as a result feel more 
engaged with the risk framework.

Do you feel technologies such 
as artificial intelligence and data 
mining are going to transform 
risk management software over 
the next couple of years?
Starting with the AI question, we 
feel machine learning will be more 
relevant for the risk management 
space. We have already seen it put 
into practice for credit decisions 
and now facial recognition, relevant 
for law enforcement (and casinos!). 
In the enterprise risk management 
software, I expect it to guide first-line 
users through the risk assessment 
and incident capture process. Once 
the deep-learning algorithm error 
rates fall below those of humans, 
which is starting to happen in more 
areas, take up will accelerate.

Data mining, on the other hand, 
looks for patterns in large data sets. 
A large data set is typically at least 
millions of records. In enterprise risk 
management areas (incidents, audit 
findings as examples), I personally 
don’t feel there is enough data for 
true data mining to be that relevant. I 
do, however, see that visualisation of 
the smaller data sets using analytics 

Below left to Right: David Bergmark, Chief Executive Officer; Keith Davies, Director Sales and Operations, UK & 
Europe; Gary Lynam, Director of Risk Advisory, UK & Europe, and David Tattam, Director Research and Training 
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The second critical item is that 
the data that’s being captured and 
reported through risk systems must be 
used effectively. Many of the findings 
that came out of The Australian 
Prudential Regulation Authority 
(APRA) inquiry to The Commonwealth 
Bank of Australia (CBA), indicated 
that there were a lot of resources 
devoted to risk management activities, 
but information derived from those 
activities was not actioned. One 
example was that internal audit 
findings were outstanding for more 
than three years, even though 
they were of a high priority or 
critical nature. We need to use the 
information captured to formulate 
actions that have owners and a clear 
time horizon for implementation.  

Finally, the views of different 
stakeholders need to be balanced, 
such that organisations need to give 
equal consideration to shareholders 
and customers. The APRA report 
had a very simple message here: ask 
“Should we?” instead of “Can we?”

How does Protecht help its clients 
with those critical items?
The Protecht Group supports 
companies across the entire lifecycle 
of risk management. Firstly, to 
support risk management education, 

engines will help identify patterns 
more efficiently. As an example, if we 
can see that the majority of incidents 
happen with a certain two-hour 
period, we can start to investigate 
why and take corrective action. Being 
able to aggregate that information 
up into more meaningful dashboards 
that support decision-making at a 
higher level is the important thing.

What do you think are the top 
critical items for a company to 
think about when it comes to risk 
management at the moment?
The number-one item is the tone from 
the top. Executives and boards need 
to actively support risk management 
by viewing it as an enabler rather 
than a regulatory cost to the business. 
Redefine risk as a practice that allows 
your organisation to go faster, rather 
than hinder it. Boards, therefore, need 
to be proactive in setting the risk 
appetite statement. Executives need 
to be proactive in communicating the 
risk appetite statement throughout 
the organisation and making sure 
risk data is aggregated across all 
lines to help identify emerging or 
systemic risks. The business – the 
first line of defence in the three lines 
model – must have ownership of its 
risks and their related management.

we produce a substantial amount of 
risk-related technical content. We do 
that through free monthly webinars 
as well as our client community 
portal that allows risk managers to 
communicate with each other and 
continually improve their knowledge. 
We also provide live public courses 
and in-house training to support 
development. Much of that content 
is freely available on our website 
(www.protechtgroup.com).

Our implementation teams are also 
experienced risk practitioners and 
hence are able to guide risk managers 
on connecting risk management 
concepts to Protecht.ERM, our 
integrated risk management solution. 
It is a platform to support all areas of 
the risk framework – risk assessment, 
metrics, compliance, incidents, 
internal audit findings, treatment 
plans, business continuity and EHS. 

Once the data is captured, the 
workflow engine disseminates 
information efficiently, and the 
analytics engine allows great 
visualisation of the data into 
meaningful dashboards. Risk 
profiles are alive with connected 
information – #RiskInMotion. 

David Bergmark is chief executive 
officer at The Protecht Group.

Redefine risk as a 
practice that allows 
your organisation 
to go faster, rather 
than hinder it

Above: Forum organised by Protecht in London in September 2019 – ERM The Six Essentials

Below: RiskInMotion dashboard from  
the Protecht.ERM system
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The search 
for insight

Many organisations need better data governance 
to fully benefit from their risk management 

software, according to a new Enterprise Risk/
Protecht survey. But with investment in artificial 

intelligence rapidly increasing, change is on the way

BY ARTHUR PIPER 

There is no 
alignment 
between IT 
governance  
and risk 
management

Survey

T
he world is increasingly digital. For businesses, 
that not only means challenges to business 
models, additional compliance with tougher 
data privacy regulations and creating effective 
systems for managing data – it opens new 

opportunities to capture insight from customers in real 
time and gain competitive advantage in the marketplace.

Risk managers have a critical role to play in this 
area. But only if they have access to timely data from 
across the entire business that they can analyse and that 
supports their enterprise risk management strategies. 
That requires creating joined-up systems so that 
information on all risk areas is available in a timely way 
for decision-making. With the professional skills and 
knowledge to identify, analyse and explain the threats 
and opportunities associated with risk, risk professionals 
can help enterprises achieve their strategic objectives.

This magazine supplement, produced by IRM in 
association with Protecht, provides insight into how well 
risk management software is helping business move 
towards that vision. This report is based on a survey of 
risk managers of around 100 risk professionals – The search 
for insight – and interviews with senior risk professionals. 
The results show that while risk software plays a key role 
in analysing data and supporting decision-making, many 
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There is a lack of adequate 
risk management 
skills, especially on 
identifying new threats 
to the business

organisations do not have adequate 
data governance to provide timely, 
quality data to risk professionals. 
In addition, some risk software 
strategies struggle to report on all 
strategic risks and often do not 
make use of the available data in the 
business. But businesses are investing 
in risk management tools and 
technologies – and, over the next one 
to three years, respondents anticipate 
integrating more artificial intelligence 
programs into their risk processes.

Strategy and governance

Most organisations (65 per cent) 
reported having a clear data strategy 
that is well communicated throughout 
the business – supported, largely, by 
formalised IT governance practices. 
But there was a consistently large 
minority that scored weakly in 
these areas, so that around four out 
of ten respondents concluded that 

the IT governance practices in their 
organisations are not fit for purpose. 

One risk manager explained 
the main shortcoming in his or her 
organisation in bleak terms: “Data 
management is only accessible to 
a single IT manager. There is no 
integration of data management 
between the IT department and 
our risk department. The risks are 
managed in silos and more often 
than not, this relationship causes 
more problems than solutions.”

Responsibilities for handling 
and storing data and standardised 
reporting requirements are also 
not as strong as they might be, 
particularly given the requirements of 
increased regulatory attention on data 
privacy and financial information. 
For instance, Europe’s General 
Data Protection Regulation, which 
came into effect in 2018, requires 
organisations to have a designated 
data officer and has stringent rules 

governing reporting data breaches to 
both the regulators and customers. 
Solvency II also has increased 
compliance requirements around 
data quality. Getting ready for such 
regulatory changes has often been 
seen as a compliance exercise, but it 
could have been used by businesses 
as an opportunity to strengthen 
data governance and streamline IT 
systems. The survey raises questions 
about how far organisations have 
taken that approach in practice given 
that three out of ten organisations 
said they struggled in this area.

“Despite regulatory trends on data 
privacy and quality, it seems that the 
specific requirements for regulations 
have not been carried across to the 
way data is managed in the whole 
business in many cases outside the 
pure regulatory need,” says Alastair 
Allison CMIRM, director of Enterprise 
Risk Management at Bupa Insurance 
Ltd. “And while I would see the 
survey results as broadly positive 
in the amount of businesses that 
have good IT governance structures 
and processes, there are some areas 
and organisations where those 
structures need some attention.”

Exploiting data

Exploiting data for competitive 
advantage requires more than 
implementing frameworks and 
policies. Organisations must be able 
to have access to all available data 
and assess the quality of that data 
in real time in order to enable risk-
aware decision-making. In this area, 
most businesses seem to be failing. 
Sixty per cent of respondents said 
that their organisation’s governance 
framework had weak or poor 
measurements to define and organise 
data based on its quality (see How 
far does your IT governance framework 
define and organise data based on 
quality?). In addition, IT governance 
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frameworks in those enterprises 
surveyed tended towards inflexibility 
because they were relatively poor at 
managing change – a potentially risky 
position to be in in a fast-moving 
digitalised world (see How far does 
your IT governance framework have 
clear processes for managing change?).

There can be too little integration 
of data into risk management 
software. “Many companies have 
evolved over decades, have gone 
through multiple mergers and 
acquisitions and, in many cases, 
those disparate systems have never 
been unified,” says Alex Deas CMIRM, 
head of risk and value management 
at Network Rail. “It is mostly the 
more recent tech start-ups, which are 
digital-first companies, that are likely 
to have all the relevant data to hand.”

On the other hand, different 
risk management software systems 
can contribute to the problem. 
Network Rail, for instance, has three 
best-in-class risk management 
programs. The problem is, they can 
be poor at working in unison. “A 
lack of integration can move risk 
management’s work from value add 
to reporting,” he says. “That puts 
the risk manager in the role of a 
desk-based skilled administrator, 
rather than a business partner 
doing things in the enterprise.”

How software is used

The most common facility used in 
risk management software among 

respondents was operational risk, 
which was included in 81 per cent 
of respondents’ systems (see What 
aspects of risk management does your 
risk management software include?). 
Enterprise risk management was 
the next most common feature, 
followed closely by strategic risk. 
Despite the fact that over half of 
the software systems in place had 
the facility to help manage strategic 
risk, only 21 per cent of respondents 
managed more than 76 per cent of 
strategic risks with used these readily 
available tools – the most common 
response (35 per cent) was that they 
only managed 10 per cent of those 
risks, or fewer (see What proportion of 
your key strategic risks do you manage 
using risk management software?). This 
suggests that risk managers in many 
organisations are failing to achieve 
the full benefits from their investment 
in risk management software.

Alastair Allison sees the issue 
in terms of a clash of thinking 
styles between executives and 
risk management professionals. 
“Executives often do not think in 
the sort of linear way that fits with 
how risk management software 
works,” he says. “In my experience, 
if you are expecting executives to 
use those tools, you are going to be 
disappointed.” At Bupa Insurance, 
Allison organises an annual workshop 
to capture the executives’ views about 
what they see as the key risks to their 
strategic objectives and emerging 
risks to the longer-term interests of 

We built our own 
risk management 
software because 
we wanted a 
system that we 
could understand 
well and were able 
to change easily

How far does your IT governance 
framework define and organise 
data based on quality?

8%

32%

52%

8%

How far does your IT governance 
framework have clear processes 
for managing change?

15%

33%42%

10%

What aspects of risk management does your 
risk management software include?

Operational Risk

Project Risk

Strategic Risk

Enterprise Wide Risk Management

Treasury risk

Governance

Compliance

Audit

Assurance

Horizon Scanning

0% 20% 40% 60% 80% 100%  Strong     Good     Not good     Weak

  Strong     Good     Not good     Weak
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Bupa. A risk professional collects that 
information at the workshop and 
feeds it into the risk tool so that those 
views are captured and subsequently 
managed through effective 
remediation plans and funded, 
strategic initiatives. The embedded 
risk managers in the functions then 
keep them alive through and on 
behalf of accountable executives.

Most systems (64 per cent) 
belonging to survey respondents 
were used by risk professionals 
and other stakeholders, with the 
remainder used solely by members of 
the risk team. Total numbers using 
such systems vary widely. Where 
the system was shared, there was 
a preference to enable stakeholders 
to manage all risk areas rather 
than solely those associated with 
strategic risk. Most risk managers 
who shared their systems with 
stakeholders said that it worked 
without conflicting too much with 
their ability to get the most from the 
software, see middle table opposite.

“There is quite a high proportion 
of respondents limiting the use of 
their risk management software to 
risk professionals,” Carole Walker 
CFIRM, head of risk and counter fraud 
at funding research body UK Research 
and Innovation, says. “When we talk 
about embedding risk management 
within the business, this use of the 
software can be a barrier to that goal, 
especially where the software is only 
used in key areas.” She says that 
when updating risks is seen as the 
risk professional’s role, it is easy for 
managers and risk owners to avoid 
taking responsibility for the risk. In 
addition, if managers are waiting 

for risk professionals to come and 
help them with inputting data, or 
producing reports, there is likely to 
be a time lag, which could result in 
some risk data being missing from the 
system for a month or two, perhaps.

Over half of respondents (57 
per cent) said they purchased 

A lot of manual 
intervention is 
needed for both 
analysis and 
reporting, and 
also for conversion 
into other formats 
when more 
than one risk is 
being looked at

a commercially available risk 
management solution – the remainder 
either built their own or used a 
mix of commercial software with 
built elements. Anecdotally, the 
reasons for building a solution 
from scratch ranged from cost-
cutting to tailoring the system to 

What proportion of your key strategic risks do you 
manage using risk management software?

Less than 10%

11% – 25%

26% – 50%

51% – 75%

76% +

0% 10% 20% 30% 40%5% 15% 25% 35%

Where both professional risk managers and others use 
the software, how far does tailoring its capabilities to 
the benefit of the end user conflict with the ability of 
risk managers to get the most from the software?

1

2

3

4

N/A

0% 5% 10% 15% 20% 25% 30% 35%

Approximately how many people use your risk management software?

10 or under

11-25

26-75

76-150

150-500

Over 500

0% 5% 10% 15% 20% 25% 30% 35% 40%

Scale: 1 = A lot, 4 = Not much
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A barrier to 
adopting AI is 
the inability to 
address the risk 
associated with 
the accuracy and 
appropriateness 
of the AI model 
and its prediction 
algorithms

a particular industry sector. 
“It would have been expensive 

to purchase a risk management 
solution, so we needed to cut down on 
costs,” said one respondent. “Hence, 
we purchased the part relating to 
accounting and human resources 
and designed the operations system 
on our own.” In the free responses 
describing the key features that 
they had developed in the systems 
they built in-house, respondents 
typically said they wanted software 
that was easily customisable 
at a local level, that linked and 
tracked risks, and that enabled 
enterprise-wide risk management.

Insight

About half of respondents who said 
that they had purchased packages 
also said they failed to provide the 
level of insight needed off the shelf, 
with about the same number saying 
that they had had to adapt the 
system quite a lot to get the results 
they wanted. Overall, 64 per cent of 
respondents said they were happy 
that the risk management software 
solution delivered what it had 
promised to. Nevertheless, just over 
half of respondents said they were 
undecided as to whether they would 
change systems within the coming 
12 months. In the free-style response 
section to that question, respondents 
said they were actively considering 
upgrading their systems. “We are 
currently gathering requirements 
needed to make us more efficient 

and combine risk, compliance, issue 
management and audit systems,” 
said one. “Many cloud-based products 
appear available now that may meet 
our requirements,” said another.

For a detailed overview of how 
well respondents said their software 
performed (see How well do current risk 
management solutions work?). The top 
feature cited as missing from current 
solutions was the ability to provide 
insight into emerging risk (see What 
are the key features missing from your 
current software?). However, when 
respondents were asked what key 
features they would like to see added 
to their current tools, most opted for 
increasing their ability to analyse 
data and trends, and to improve 
the ease of use of the program.

Deas is not surprised that ease 
of use is an abiding issue for risk 
software. “With better ease of use, 
risk managers can shift the risk 
administration and ownership of 
risk more readily into the first line 
of defence,” he says. “Users want 
something that can operate like a 
simple application on their phones.” 
For risk managers, that means 
spending less time helping managers 
fill in boxes in their software and 
more time discussing risk and helping 
management make better decisions.

Today, though, the survey points to 
a core of respondents who want better 
software in areas such as on emerging 
risks and systems integration. “Users 
are looking for more sophistication, 
which reflects how people want their 
systems to integrate throughout 

the business,” Carole Walker 
says. “This is important as we 
don’t want the risk management 
software to become the silo.”

Risk software tomorrow

In 2017, IRM conducted a year-
long project to discover what risk 
management would look like in 
the future – Risk Agenda 2025. 
Although the project did not 
specifically address risk management 
software, participants agreed 
that by 2025, risk departments 
would be adopting advanced 
technologies in their toolkits.

Roll forward two years and 
the signs are that this prediction 
is beginning to come true. While 
only one in ten respondents to this 
software survey said they currently 
used artificial intelligence in their risk 
management processes today, four 
in ten said they would be doing so 
within the next one to three years. 

Attendees at this year’s IRM 
10th Risk Leaders 2019 annual 
conference – A decade of discovery 
and disruption – heard last month 
how Barclays has implemented 
artificial intelligence in its fraud 
risk management processes. That 
included an increased use of customer 
biometrics and contextualised 
customer data – neither of which 
would be possible without AI and 
sophisticated data analytics.

Over one third of respondents 
(36 per cent) said that they planned 
to use AI in their operational 

What are the key features missing from your current system?

Ease of use for end user

Analysis/statics/trends

Escalation of risk manual or automatic

Integration with other software

Ability to design or customise reports

Provide insights into interconnected risks

Provide insights into emerging risks

0% 10% 20% 30% 40% 50% 60%
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risk processes – the next largest 
categories being enterprise-wide 
risk and horizon scanning.

“Given the large percentage of 
chief risk officers taking part in 
this survey, it is encouraging that 
so many organisations say they 
are planning to begin using AI in 
their risk management processes 
from 2020,” Karlene Agard GradIRM 

and founder of ARAVUN, a mega-
projects consultancy, says. Agard, 
who was involved in IRM’s Risk 
Agenda 2025 project, believes that 
finding suggests risk departments 
are planning to use such tools earlier 
than anticipated. But she worries 
that some of the barriers to doing 
so are more perceived than real.

For instance, several survey 
respondents said that there was a 
lack of investment in AI – even to 
the extent that some organisations 
are not prepared to put resources 
into risk evaluation of its potential 
benefits. “There seems to be a belief 
that AI is expensive to implement,” 
she says. “AI depends less on manual 
processes and more on automation, 
so it is ultimately a less expensive 
option – and it is likely to free up risk 

managers’ time to add more value.”
It is possible that the next couple 

of years will be a tipping point for risk 
management’s ability to get the most 
from its software. Those organisations 
that focus on their data governance 
and on integrating data and systems 
will be in a better position to support 
strategic decision-making with risk 
insights. As risk software becomes 
more integrated and easier to use, 
management and automated systems 
will take on more of the daily risk 
administration. That will free up 
risk professionals to add more 
relevant value to their stakeholders. 
Some businesses are nearer to that 
ideal than others – but with a large 
proportion of respondents beginning 
to invest in AI in the short term, 
change is certainly on its way. 

The application 
of AI capabilities 
is seen as being 
more important 
elsewhere, first

How well do current risk management solutions work?

Ease of use for end user

Fit with organisation’s approach to risk management

Reporting

Adapting to changing regulatory requirements

 Responding in a timely way to unscheduled requests

Analysis/statics/trends

Escalation of risk manual or automatic

Scoring – multiple options

Categories or grouping of risks – single or multiple selection

Integration with other software

Production of standard risk registers

Able to export to other formats e.g. word/excel

Visualise key risks

Provide insights into strategic risks

Provide insights into interconnected risks

Provide insights into emerging risks

0% 10% 20% 30% 40% 50%  Excellent     Well     Not Well     Poor
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ADVERT

Institute of Risk Management

www.theirm.org/quals-mag

Find out more at:

IRM Certificates include:
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Supply Chain Risk
Management 

Certificate

Digital Risk
Management

 Certificate

International
Certificate in

Financial Services
Risk Management
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> Enrolment opens February 2020 for December 2020 exams

> Introductory price - £995

International 
Certificate in 

Enterprise 
Risk Management

Coming soon Supply Chain Risk Management Certificate

Supported online
learning from anywhere

around the world

5000+ exam centres
globally

Assessed by multiple
choice questions

Why risk it? Get qualified
Advance your career with the IRM
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Reconfigured 
for success

IRM is refreshing both the content and delivery 
mechanisms of its qualifications to make more use 

of technology and add to its international reach

BY DOUG SMITH

As the leading 
global provider of 
risk qualifications, 
IRM is continually 
working to make 
its offering more 
relevant to today’s 
businesses

Q ualifications are an essential tool for risk 
managers. Not only are they a natural 
stepping stone for career progression, but 
they can provide the latest knowledge 
and techniques that enable risk 

professionals to add value to their organisations.
As the leading global provider of risk qualifications, 

IRM is continually working to make its offering more 
relevant to today’s businesses (see IRM qualifications). Two 
essential entry-level qualifications for today’s digital 
world are the International Certificate in Enterprise Risk 
Management and the Digital Risk Management  Certificate. 

The former enables participants to get a solid grip on 
the fundamentals of enterprise risk management (ERM) 
and provides the knowledge and tools to help organisations 
benefit from the insights the discipline can provide. The 
latter is designed to help risk managers get up to speed with 
the implications of new digital technologies and possible 
ways to manage the evolving risks and opportunities they 
bring. As this survey shows, risk management software is 
developing quickly, and to get the most benefit, users have 
to have a proper understanding of both risk management 
and the digital landscape in which it is increasingly used. 

A further entry-level qualification – the International 
Certificate in Financial Services Risk Management – is 
available for those working in that sector. IRM’s new 
Supply Chain Risk Management Certificate will be opening 

Feature SKILLS

Doug Smith
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for enrolment in February 2020 for 
those wishing to register for the 
December 2020 exam session.

Global choice

IRM’s International Diploma in Risk 
Management has been the global choice 
of qualification with risk professionals 
and their employers for the past 
30 years. This post-graduate level 
qualification has been developed by 
internationally recognised academics 
and industry practitioners to provide 
risk professionals with the knowledge 
and skills to manage risk and maximise 
opportunities in any organisation. But 
the world moves quickly, and we are 
constantly striving to keep all of our 
qualifications up to date, support our 
students and ensure our assessment 
of students has a practical focus. 

This year we have made four 
major steps to further modernise IRM 
qualifications. These initiatives include 
switching to multiple choice questions 
(MCQs) assessment for all certificate-

level modules, reviewing Modules 3 to 
6 of the International Diploma (see New 
diploma modules), introducing a new 
online learning management system 
(LMS) and gaining Ofqual recognition 
– a major initiative as IRM continues 
to expand its international reach. It is 
only right that as we enter the Fourth 
Industrial Revolution, we modernise 
both the content and the delivery 
mechanisms of IRM qualifications.

Students will benefit from moving 
to MCQs by receiving results faster, 
marking being more objective 
and results that can be robustly 
validated. In addition, by embracing 
technology for MCQs, we will be able 
to eliminate many appeals and test 
the course modules in their entirety. 
To help us with this journey we 
have partnered with Pearson VUE.

Internationally recognised

Pearson VUE gives IRM access to over 
5,000 sites in 180 countries, which 
will become increasingly important 

as IRM continues to internationalise. 
Students have more choice of venue 
and, in the case of some international 
students, reduced travel costs to sit 
exams. Pearson VUE is internationally 
recognised and will provide us with a 
secure platform and an independent 
robust analysis of the results. 

In reviewing the content of the 
diploma, we took all the feedback from 
stakeholders on board and at the IRM 
Risk Leaders’ conference in 2019 issued 
the latest proposed syllabus for final 
comment. Not only will the assessment 
be more practical but also there will be 
no more examinations, and a semi-
flexible submission regime utilising 
the new LMS. The main changes 
mean that the risk management 
knowledge will be included in the 
new Modules 3-5, and the new Module 
6 will be a project-type assignment 
and all assessments will be written 
work-based assignments submitted 
through the new LMS. This means that 
students will no longer have to take 
time off work to travel and sit exams. 

NEW DIPLOMA MODULES

MODULE 3  This provides a brief recap on the issues studied in the 
International Certificate in Enterprise Risk Management (that exam 
provides Module 1 and 2 in the suite of exams) and then enables in-depth 
study in risk assessment and risk treatment and control. Risk assessment 
consists of two parts: risk identification and risk analysis stage. 

MODULE 4  This second module in the diploma stage is designed 
to examine organisational oversight of risk management and 
the responsibilities at the highest level. It delves into the areas 
of corporate governance and decision-making, organisational 
performance and review of risk management, organisational culture, 
strategic risk and leadership. It is designed so that the student will 
understand the internal issues in organisational risk management. 

MODULE 5  This module is designed to enable students to examine 
risk and risk management as it relates to organisational resilience 
at a strategic level and to society as a whole. Organisational 
resilience is compared to ERM, and students will study key elements 
in building resilience and in developing business continuity 
and crises management. The module also takes students into 
the realms of risk perception and risk communications. 

MODULE 6  This module is designed to allow the student free 
choice in undertaking a specific and specialist piece of work in his 
or her own field. It will consist of a work-based project which is of 
particular interest to the student and/or employer. It will be an original, 
realistic, feasible risk management work-based project that adds 
to the student’s own professional development and contributes 
to furthering risk management knowledge, ethos or practice in his 
or her own workplace or that of others or society in general.
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Embracing technology

As part of the theme of supporting 
students better, embracing technology 
and providing stimulating learning 

materials, we decided to move away 
from just PDFs and books to a more 
flexible and accessible learning 
platform. The LMS we have chosen 
is Moodle, used by the majority of 

universities in the UK. This will 
give our students the opportunity 
to study at their own pace in any 
location without having to carry 
any books with them. The LMS 
will be available on smartphones, 
notebooks, laptops and desktops. 
We can also bring a number of 
platforms together in one place, for 
forums, webinars, tutorials etc.

The first qualification to be 
operational, aptly, will be Digital 
Risk Management. The rest will 
follow in 2020. All the quizzes and 
activities will be incorporated in 
the LMS, which means we can track 
students’ progress and provide 
encouragement when necessary. 

IRM is planning to submit an 
application to Ofqual (the recognised 
framework regulatory body in England 
and Wales) in the first quarter of 2020. 
This is a major initiative that requires 
a total review of how qualifications 
are governed, delivered and 
assessed. Placing our qualifications 
on the Regulated Qualifications 
Framework (RQF) will give national 
and international recognition of the 
level that our diploma qualifications 
are set at, which is master’s level. 
Students will be able to persuade 
employers of the international value 
of the qualification. This will also 
help us with other stakeholders 
such as our partner universities.

The initiative will require a major 
effort on the part of our qualifications’ 
team, HR and finance team and 
student support team. However, the 
benefits are substantial and worth 
it. We are reviewing every single 
document produced in relation to 
qualifications to ensure that they 
are fit for purpose, adding and/or 
replacing where appropriate. We 
have created a virtual awarding body 
that will act independently (under 
board governance) in all awarding 
matters. At the heart of all of this 
are our students and members. 

Doug Smith, FIRM, was IRM  
chief examiner until February 

2019 and is now a specialist adviser 
working on the project to refresh 
IRM’s qualification suite.

IRM QUALIFICATIONS

International Certificate in Enterprise Risk Management

The qualification provides an introduction to the principles, concepts and 
practice of risk and risk management; an understanding of the multi-disciplinary 
nature of risk management within any type of organisation; an understanding 
of current risk management thinking, standards and regulations across the 
world; and entry route to the International Diploma in Risk Management.

International Certificate in Financial 
Services Risk Management

The qualification provides an introduction to the principles, concepts and practice 
of risk and risk management; an understanding of the multi-disciplinary nature 
of risk management within a financial services organisation; an understanding 
of current risk management thinking, standards and regulations across the 
world; and entry route to the International Diploma in Risk Management.

International Diploma in Risk Management

For 30 years, IRM’s International Diploma in Risk Management has been the global 
choice of qualification with risk professionals and their employers. This post-
graduate-level qualification has been developed by internationally recognised 
academics and industry practitioners to provide risk professionals with the 
knowledge and skills to manage risk and maximise opportunities in any organisation. 
The diploma aims to develop the ability to design and implement risk management 
strategies; proficiency in selecting and applying the tools and techniques required 
to assess and treat risks; a critical understanding of the relationship between risk 
management, governance, internal control and compliance; and the ability to 
make informed risk management decisions for current and emerging risks, and 
to critically appraise real-life case studies from different sectors and countries.

Digital Risk Management Certificate

The Digital Risk Management Certificate is the ideal qualification for anyone 
looking to develop an understanding of risk management in the digital 
era. The qualification has been designed to introduce learners to digital 
disruption, its causes and consequences, and to equip individuals with the 
tools and techniques to apply their skills in an increasingly digital world.

Supply Chain Risk Management Certificate

This qualification introduces the concepts of supply chain risk management 
and equips risk practitioners with the ability to apply their risk management 
knowledge in a world where value is increasingly added via a supply chain. It 
explains how globalised outsourcing, specialisation and just-in-time production 
are changing the risk environments for many organisations. It looks at how 
appropriate risk management tools and techniques can be applied, adapted and 
developed in an increasing digital context. The qualification provides a broad 
understanding of supply chain risk management principles and practices.

For more information, please visit:  
https://www.theirm.org/qualifications



About IRM

The IRM is the leading 
professional body for 
Enterprise Risk Management. 
We help build excellence in 
risk management to improve 
the way organisations work.

We provide globally recognised qualifications 
and training, publish research and thought 
leadership and set professional standards, 
which define the knowledge, skills and 
behaviours today's risk professionals need to 
meet the demands of an increasingly complex 
and challenging business environment.

IRM members work in many roles, in all 
industries and across the public, private 
and not-for-profit sectors around the world. 
We are independent and not-for-profit.

theirm.org

The Protecht Group 

20 years redefining the way the 
world thinks about risk.
  
Protecht helps organisations through deep understanding, monitoring 
and management of risk. We provide the complete risk solution—
comprised of world-class enterprise risk management, compliance, 
training and advisory services—to government organisations, 
key regulators and businesses of all sizes across the world.
 
With 20+ years at the forefront of risk and compliance solutions, 
millions of incidents managed across thousands of individual risks, 
and over 25 thousand people attending our training courses to 
date, we're one of the most respected and influential voices in risk.

protechtgroup.com

Protecht.ERM
 

Dynamically manage all your risks in a single 
platform, including: Risks, Compliance, Health 
and Safety, Internal Audit, Incidents and KRIs.
 
Protecht.ERM helps risk managers focus on the right 
things. It automates the manual and time-consuming 
processes of managing the collection and analysis 
of risk information across your organisation.
 
Key functionalities include:
 
• A complete GRC/IRM platform
• Mobile App
• Dynamic Form Builder
• Workflow management
• Bulk Update
• Integration with other systems
• BI and Risk Analytics Dashboards & Reporting
• Optional Regulatory Content

https://www.protechtgroup.com/risk-management-
software/enterprise-risk-management
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Redefining 
the way the 
world thinks 
about risk

RISK TRAINING

RISK SOFTWARE

RISK ADVISORY

For over 20 years, we have 
been pioneering the future 
of risk management.


